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Overview

This release builds upon FlexiCapture 12 Release 4 Update 3 and includes
all features and fixes from that release and its previous patches.

In this release, we have addressed security vulnerabilities issues in the
following components,

o Desktop application
o \Web application
e \Web Services application

For any questions or assistance, contact Customer Support

Technical Information

Installer OCRT build

Release Part # Build# Web build # . Release date
build # #
Release 4
Update 4 July 2025
Release 4 1299/71 12.0.4.910 917309 16.3.163.9 5/24/2023
Update 3

Release 4 1299/54 12.0.4.678 476916 16.2.361.11 12/13/2021



https://support.abbyy.com/hc/en-us

Improvements

This release addresses the following security vulnerabilities.

Desktop Application

e The error message to an error condition only displays a generic
error message that does not include any sensitive information.

e Dumping process memory also ensures passwords are
removed from memory.

Web Application
¢ Vulnerability to clickjacking has been mitigated.

e JavaScript source map files are not retrievable in production
environments.

Web Services Application

e The error message displayed to an error condition in the SOAP
API does not display any sensitive information.

e Broken access control flaws in the FlexiCapture APl have been
resolved.

For more information, visit www.abbyy.com. abbvv.com
If you have additional questions, contact your local ABBYY representative listed under www.abbyy.com/contacts. Yy
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